UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

TINH THANH HOA Doc 1ap - Tu do - Hanh phiic
VAN PHONG
Sb: 2156 /VP-CNXDKH Thanh Hod, ngay 24 thing9 nam 2025

VIV @ nghi cung cap béo gia
dich vu thdm dinh gia thué
dich vu cong ngh¢ thong tin
“Hé théng thu dién tir cong
vu tinh Thanh Ho6a”

Kinh giri: Cac doanh nghiép cung cip dich vu tham dinh gia.

Hién nay, Van phong UBND tinh Thanh Héa c6 nhu cau tham khao gia
dich vu thAm dinh gia cac dich vu thudc du toan: Thué dich vu cong nghé thong
tin “Hé thong thu dién tir cong vu tinh Thanh Hoa”, v6i cac ndi dung nhu sau:

1. Noi dung cong viéc: Tham dinh gia danh muc dich vu thudc du toan:
Thué dich vu cong nghé thong tin “Hé théng thu dién tr céng vu tinh Thanh
Hoa”.

2. Muc dich: Lam co s¢ dé 1ap, tham dinh, trinh phé duyét du toan kinh
phi thué dich vy cong nghé thong tin “Hé thdng thu dién tir cong vy tinh Thanh
Hoa”.

3. Khoi lrgng cin thim dinh gia: Chi tiét tai cac Phu luc kém theo.

4. Thoi gian thwe hién, loai Hop dong tham dinh gia

a. Thoi gian thuc hién Hop ddng: Trong vong 10 ngay lam viéc (ké tir
ngay Hop dong cé hiéu lic).

b. Loai Hop ddng: Hop dong tron goi.

Vin phong UBND tinh Thanh Héa dé nghi Quy Doanh nghiép ¢ nhu
cau tham gia thyc hién cac ndi dung néu trén, tién hanh cung cap béo gia dich
vu tham dinh gia dap Gng theo yéu cau khdi lugng can tham dinh gia theo muc
3 v6i thoi han cu thé nhu sau:

- Thoi gian nhan béo gi4: dén hét ngay 03/10/2025.

- Hiéu lyc béo gia: Téi thiéu 03 thang.

- Pja diém nhan bao gia, s6 dién thoai lién hé: Vin phong UBND tinh
Thanh Hoa, sb 35 Dai 16 Lé Loi, phuong Hac Thanh, tinh Thanh Hoa; dién
thoai: 02373.852.246.
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- Hinh thirc giri: Gui truc tiép hodc qua dudng buu dién hodc gui email:
vanphongub@thanhhoa.gov.vn.

Vin phong UBND tinh Thanh Héa rat mong nhan duoc sy quan tAm, phoi
hop ctia Quy Doanh nghiép./.

Noi nhan: KT. CHANH VAN PHONG

- Nhu trén; , CHANH VAN PHONG
- Chanh Van phong UBND tinh (dé b/c);

- Cong thong tin dién tir tinh Thanh Hoa
va Trang TTDT Van phong UBND tinh
(dé dang tai);

- Luu: VT, CNXDKH.

N\ o

Lé Quang Quyén


mailto:vanphongub@thanhhoa.gov.vn
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Phu luc 01:

DANH MUC YEU CAU THAM PINH GIA

(Kém theo Céng van so
cua Van phong UBND tinh Thanh Hoa)

IVP-CNXDKH ngay

thang

nam 2025

STT

Dich vu

Théng s6 ky thuit

S6 lwong

Don vi tinh

Dich vu Ban
quyén phan

- Ban quyén cho 20.000 ngudi
dung

- H6 trg xac thuc SSO thong qua
Microsoft AD (LDAP)

- Cung cap toan bo chiic ning
email, lich, danh ba, tac vu, ghi
cha.

- Hb tro day du céac giao thirc:

1 | mémthwdién | SMTP, IMAP, POP3, MAPI, 1 Go
tir ActiveSync, phu hgp véi Outlook
va thiét bi di dong.
- Giao dién Webmail hién dai, dé
str dung, hd tro tiéng Viét.
- Gtri thu, nhém lién lac, thiét 1ap
quy tic xt 1y thu dién tu.
- Thoi gian thué dich vu: 36 thang.
- HO trg Antispam engine
- H{ tro tich hop cac phan mém
Dich vu Cong di¢t Virus nhu: SpamAssassin,
2 | bao vé thu dién | ClamAV... 2 Goi
tir - Hb trg greylisting, SPF, DKIM,
DMARC kiém tra nang cao.
- Thoi gian thué dich vu: 36 thang.
. , - Chdng tin cong brute-force,
Dich vu My | L F oD d@rglg cach ly TP .
3 | chi chuyen tiep . . 3 Goi
thu dién tir trong .da.nh sach dc?n (Blacklist)
: - Thoi gian thué dich vu: 36 thang.
. , - Ha tang dién toan dam may:
Dichvu May 14 4,cPU/768GB RAM/5000GB
chu cai dat h¢ .
* | théng the dign | >5P) 1 coi
wC “ 110 IP Public 3 vSwitch
- Thoi gian thué dich vu: 36 thang.
5 Dich vu Két n6i | - Két n6i duong MPLS dén Cloud. 1 Géi
vat ly - Thoi gian thué dich vuy: 36 thang.
- Chéan loc traffic mang theo cau
6 Dich vu H¢ hinh cac bo luat téng 3,4. 1 Goi

thong twong lira

- HO tro céc tinh nang L7.
- Thoi gian thué dich vu: 36 thang.




STT

Dich vu

Théng s6 ky thuit

S6 lwong

Don vi tinh

Dich vu Quan
tri

- Cung cép nhan su giam st quan
tri, van hanh, hd tro k¥ thuat 24/7
cho 20.000 nguoi dung.

- Hb tro chuyén dit liéu tir hé
thong thu dién tir cii sang hé thong
moi.

- H6 tro gd trang thai blacklist ctia
tén mién hién tai.

- Dich vu sao luu Cloud.

- Thot gian thué dich vu: 36 thang.

Goi

Dich vu Kénh
truyeén
Metrowan

Kénh truyén MPLS 10Mbps
- Thot gian thué dich vu: 36 thang.

Goi
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Phu luc 02:
GIAI PHAP KY THUAT HE THONG

THU DIEN TU CONG VU TINH THANH HOA
(Kem theo Cong van so IVP-CNXDKH ngay thang  nam 2025
cua Van phong UBND tinh Thanh Hoa)

1. Phan mém thwong mai ha ting ky thuit hé thong Email

1.1. Yéu ciu chung

Hé théng thu dién tir phai duoc nang cap nén tang céng nghé, ky thuat hién
dai, tién tién, bao dam tap trung, théng nhat, an toan, do sin sang cao trén moi
truong mang internet, dap ung phuc vu véi sé luong lén va khic phuc nhiing
yéu kém hién tai.

Hang muc Yéu cau

Phan mém/nén tang st | Sir dung phan mém/ giai phap email duoc hd tro truc tiép tir
dung nha cung cap phan mém/giai phap nén tang email

S6 luong ngudi dung | Pap tng tbi thiéu 20.000 nguoi st dung

Tén mién sir dung Str dung tén mién do UBND tinh Thanh Hoa cung cap

Phai c<~’) giao dién Webmail tiéng Viét va hd tro da ngdn
Giao dién sir dung ngtr, ho trg tic hop trén cac h¢ di€u hanh hay nén tdng nhu
Outlook, i0S, Android, MacOS, Windows.

C6 hd tro két ndi xac thyc thong qua may cha Microsoft

Tich hop LDAP/AD Active Directory

Tinh nang Webmail Hf) tro gu:’l/nhan rr}all, tfm lqem nang cao, loc thu, gui lich,
lién lac, tich hgp tinh nang live-chat

Kha ndng m& rong C6 thé mé rong user/mailbox dé dang theo ting giai doan

P06 san sang (uptime) | > 99.9% theo SLA

1.2. Yéu cau vé tiéu chuan k¥ thuat

Thong tu 20/2014/TT-BTTTT ngay 05/12/2014 quy dinh vé cac san pham
phan mém ma ngudn mé dugc uu tién mua sam, s dung trong co quan, t6 chic
nha nudc.

Khung kién tric Chinh phu dién tr Viét Nam phién ban 2.0 theo Quyét
dinh 2323/QD-BTTTT ngay 31/12/2019 cua Bo Thong tin va Truyén théng.
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Quyét dinh s6 72/2002/QD-TTg ngay 10/6/2002 cua Thu tuéng chinh phu
vé théng nhit bo mi céc ky tu tiéng Viét theo tiéu chuan TCVN 6909:2001
trong trao ddi thong tin dién tir giita cac t6 chic ciia Pang va Nha nudc.

Thong tu s6 13/2017/TT-BTTTT ngay 22/6/2017 cua Bé Théng tin va
Truyén thong Quy dinh cac yéu cau ky thuat vé két ndi cac hé thong thong tin,
co so dit lidu véi co so dix lieu qudc gia;

Tiéu chuan vé két ndi duge can ci theo Danh muc tiéu chuan vé ang dung
CNTT trong co quan nha nudc di dugc ban hanh theo Thong tu s6 39/2017/TT-
BTTTT ngay 15/12/2017 cia Bo Thong tin va Truyén thong vé viéc ban hanh
Danh muc tiéu chuan k§y thuat vé ang dung cong nghé thong tin trong co quan nha

nuac.
STT | Loai tiéu chuin .Fy hlel;l Tén day di cia tiéu chuén Q,uy dinh
‘ tieu chuan ap dung
1 |Tiéu chuan vé két ndi
o HTTP v11 Hyp_ertext Transfer Protocol [Bat budc ap
11 Truyén si€u van version 1.1 dung ,
"~ an Hypertext Transfer Protocol |[Khuyén nghi
HTTP v2.0 . .
version 2.0 ap dung
FTP File Transfer Protocol Bat budc ap
dung mot hodc
HTTP vL.1 Hyp_ertext Transfer Protocol o4 hai ticu
version 1.1 2
1.2 [Truyén tép tin chuan
' i Hypertext Transfer Protocol [Khuyén nghi
HTTP v2.0 . .
version 2.0 ap dung
WebDAV Web-bgsed DIStI’IbU_’[ed. I,(huyen nghi
Authoring and Versioning ap dung
RTSP Real-time Streaming Protocol Khuyen nghi
A . ap dung
Truyén, phat Khuyén nghi
1.3 |ludng am thanh/ RTP  [Real-time Transport Protocol |~ oocn P&ht
1 ap dung
hinh anh Khuve hi
RTCP Real-time Control Protocol [~ oY o1 H&n
ap dung
14 T}'“X cap va chia OData v Open Data Protocol version I,(huyen nghi
s¢ dit lidu 4.0 ap dung
‘ Simple Mail Transfer B4t bude &
1.5 [Truyén thu dién t&e|SMTP/ MIME [Protocol/Multipurpose °Cap
. ) dung
Internet Mail Extensions
ST POP3 Post Office Protocol version 3 Bat budc ap
Cung cap dich vu hai
1.6 (truy cap hdp thu Internet Message Access d}lng cahal
' DR IMAP 4revl . - tiéu chuan doi
dién tur Protocol version 4 revision1 | . ,
vGi may chu
1.7 Mruy cip thu muc | LDAP v3 Lightweight I_Dlrectory Access Bat budc ap
Protocol version 3 dung




STT | Loaititu chugin | Y MW par ddy di cin tieu chudn | oo 9inh
tiéu chuan _ap dung
1.8 |Dich vu tén mién DNS  [Domain Name System gjrtl;’“"’c ap
1.9 G} a0 van mang o TCP Transmission Control Protocol Bat buoe ap
két no1 dung
1.10 Gl’iw van mang UDP User Datagram Protocol Bat buge dp
khong két noi dung
IPv4 Internet Protocol version 4 Bat buge ap
dung
A Bat budc ap
Lién mang Te pe
1.11 L AN/WAN dung doi voi
IPv6 Internet Protocol version 6 cac thi€t bi co
két no1
Internet
Institute of Electrical and B4t bude 4
IEEE 802.11g [Electronics Engineers dune p
Mang cuc bo Standard (IEEE) 802.11g Hng
1.12 |5 A - =
khong day Institute of Electrical and Khuvén nehi
IEEE 802.11n [Electronics Engineers 4 dzn gl
Standard (IEEE) 802.11n P CUnE
Truy cap Internet . S L1 A g
1.13 v6i thiét bj khong | WAP v2.0 ere_rless Application Protocol [Bat budc ap
day version 2.0 dung
SOAP v1.2 Simple Objec_t Access
Protocol version 1.2 ZoaA
: Web Services Description Bat buge dp .
Dich vu Web dang| WSDL V2.0 . dung mot, hai
1.14 Language version 2.0 <2
SOAP - — hoac ca ba
Universal Description, ieu chudn
UDDI v3 Discovery and Integration
version 3
1.15 Dich vu Web dang RESqul web Representational state transfer Khuyen nghi
RESTful service ap dung
WS BPEL Web Services B_usmess Khuyén nghi
V2.0 Procgss Execution Language 4p dung
' \Version 2.0 '
WS-I Simple ,
SOAP BindingSimple SOAP Binding Profile [Khuyén nghi
Profile  Version 1.0 ap dung
Dich vu dac ta Version 1.0
116 Web WS-
c : \Web Services Federation Khuyen nghi
ederation . )
V1.2 Language Version 1.2 ap dung
WS- £ .
Addressing [Web Services Addressing 1.0 I,(huyen nghi
v1.0 ap dyng
WS- Web Services Coordination  [Khuyén nghi




STT | Loaititu chugin | Y MW par ddy di cin tieu chudn | oo 9inh
tiéu chuan ap dung
Coordination Version 1.2 ap dung
Version 1.2
WS-Policy |Web Services Coordination  [Khuyén nghi
v1.2 Version 1.2 ap dung
OASIS Web
Serylces \Web Services Business Khuyén nghi
Business Activity Version 1.2 ap dun
Activity ' p ung
Version 1.2
WS- , , 2 .
: \Web Services Dynamic Khuyen nghi
Discovery Discovery Version 1.1 ap dun
Version 1.1 y ' p Gng
WS- , 2 .
MetadataExc \Web Services Metadata I,(huyen nghi
h Exchange ap dung
ange
Network Time Protocol Bit budc ap
: \ . NTPv3 : N
Dich vu dong bd version 3 dung mot
1.17 |5 . . o
thoi gian Network Time Protocol trong hai tiéu
NTPv4 : 2
version 4 chuan
2 Tiéu chuén vé tich hop dit liéu
XML v1.0 (5thExtensible Markup Language [Bit budc ap
21 Ngon ngit dinh Edition) |version 1.0 (5th Edition) dung mot
"~ |dang van ban XML V1.1 [Extensible Markup Language frong hai tiéu
(2nd Edition) version 1.1 chuan
Ngon ngtr dinh Electronic Business LA
2.2 |dang van ban cho 15&%{;& 4 Extensible Markup gﬁ; budc dp
giao dich dién tir ' Language (ebXML) HNg
Dinh nghia cac L1 A,
2.3 [luoc d6 trong tai XMb?cfema XML Schema version 1.1 lsartlbuoc ap
ligu XML ' ung
. Bit budc ap
2.4 [Bién déi dit licu xsL ~ [pxtensible Stylesheet dung phién
Language ; ee 1K
ban mo1 nhat.
25 MO0 hinh héa doi UML v2.5 Unlf_led Modelling Language I,(huyen nghi
tuong version 2.5 ap dung
Resource Description Khuyen nghi
NP . RDF ,
26 MO Fa tai nguyén Framework ap dur}g .
dir ligu OwWL Web Ontology Language Khuyen nghi
ap dung
8-bit Universal Character Set B4t budc 4
2.7 MTrinhdidnbokityl UTF-8  |(UES)/Unicode uocap
. dung
Transformation Format
28 KPuor} thu:g trao GML v3.3 Geography Markup Language [Bat budc ap
doi thong tin dia version 3.3 dung




STT

Loai tiéu chuan

Ky hi¢u
tiéu chuan

Tén day du cua tiéu chuan

Quy dinh
ap dung

ly

OpenGIS Web Map Service

Bit budc ap

Tnfy cap va cap WMS V13,0 version 1.3.0 dung
2.9 mnhat cac thong tin - : T o A7
o \Web Feature Service version [Bat budc ap
dia ly WFS v1.1.0
1.1.0 dung
Trao doi dit ligu X :
2.10 ldic ta tai licu XMI v2.4.2 f/(e'\r’s”i'or':";tj‘%ata Interchange fhgyzn nghi
211 S6 dang ky siéu ISO/IEC  [SO dang ky siéu dir li¢u Khuyén nghi
7 dir liéu (MDR) 11179:2015 |(Metadata registries - MDR) jap dung
BO phan w sieu | 55 15836 |Bg phan tir siéu dif liu DublinKhuyén nghi
2.12 dir liéu Dublin . ,
C 1:2017  [Core ap dung(*)
ore
Dinh dang trao do6i
dir liéu mo ta d6i | JSON RFC : : : Khuyén nghi
2.13 trong dang kich 7159 JavaScript Object Notation sp dung
ban JavaScript
INgon nglr md hinhl . B )
214 \quy trinh nghiép BPMN 2.0 Busm_ess Proqess Model and I,(huyen nghi
0 Notation version 2.0 ap dung
3 Tiéu chuan vé truy cap thong tin
HTML v4.01 Hypertext Markup Language [Bat budc, ap
version 4.01 dung
2 A W3C Web Content x .
3.1 S\Z %an ndi dung WCAG 2.0 |Accessibility Guidelines éKhSZEH nghi
(WCAG) 2.0 p dung
HTML 5 Hyp_ertext Markup Language I,(huyen nghi
\version 5 ap dung
39 Chuan I}QlAdung XHTML vi.1 Extensible Hypertext Markup [Bat budc ap
'Web md rong Language version 1.1 dung
CSS? Cascading Style Sheets
Language Level 2 Bit budc ap
Giao dién nguoi Cascading Style Sheets dung mot
3.3 |- CSS3 -
dung Language Level 3 trong ba tiéu
Extensible Stylesheet chuan
XSL :
Language version
Dinh dang Plain Text (.txt): LA g
(.txt) IDanh cho céc tai liéu co ban Bat budc ap
o L A dung
khong co cau truc
< 1 Dinh dang Rich Text (.rtf)
3.4 |Van ban (.rtf) v1.8, phién ban 1.8, 1.9.1: Danh cho Bat budc ap
v1.9.1 cac tai li€u co thé trao doi gitradung

cac nén khac nhau

(.docx)

Dinh dang van ban Word mo

Khuyén nghi




STT | Loai tiéu chugn | XY M€Y | an ady di cita tiéu chugn | QU dinh
tiéu chuan ap dung
rong cua Microsoft (.docx)  {p dung
Dinh dang Portable Document
(\'/'id;) \‘/’11;5‘ ' |(.pdf) phién ban 1.4, 1.5, 1.6,
"~ 7 1.7: Danh cho cac tai liéu chi  [Bét budc ap
v1.7 . :
doc dung mot, hai
(.doc) Dinh dang van ban Word cua |hoac ca ‘pa
' Microsoft (.doc) tiéu chuan
Dinh dang Open Document
(-odt) v1.2 Text (.odt) phién ban 1.2
Dinh dang Comma eparated
\Variable/Delimited (.csv): LA,
\ e A Bat budc ap
(.csv) Danh cho cac bang tinh can
Re e dung
trao doi gitra cac trng dung
khéc nhau.
s Dinh dang bang tinh Excel m¢|Khuyén nghi
3.5 |Bang tinh (:Xlsx) rong ctia Microsoft (.xIsx) ap dung
(xls) Dl_nh dang bang tinh Excel cual . budc 4p
Microsoft (.xIs) T x
. dung mot hodc
Dinh dang Open Document 4 hai ticu
(.ods) v1.2 |Spreadsheets (.ods) phién ban hud
19 chuan
Dinh dang Hypertext
Document (.htm): cho cac B4t bude &
(.htm) trinh bay duogc trao doi thong June P
qua cac loai trinh duyét khac ung
nhau
(.pptx) Dinh dang PowerPoint m& Khuyén nghi
PP rong cua Microsoft (.pptx) ap dung
3.6 [Trinh dién Dinh dang Portable Document
(.pdf) (.pdf): cho cac trinh bay luu
dudi dang chi doc Bit budc ap
(.opt) Dinh dang PowerPoint (.ppt) [dung mdt, hai
PP cua Microsoft hoac ca pa
Dinh dang Open Document  tiéu chuan
(.odp) v1.2 [Presentation (.odp) phién ban
1.2
IPEG \(laorlcr:s;r(l?‘t)(;g);raphlc Expert
7 GIE v89a Graphic Interchange (.gif) dBaItlblllI?f tafl ;
3.7 |Anh dd hoa version 89a bg h%) éCQC; aL,
TIFF Tag Image File (.tif) bén tie 2
- on ti€éu chuan
Portable Network Graphics
PNG
7 . (.png) - 7
38 AAnh.gar} véi toa GEO TIEE Tagged Imag_e File Format for Bat budc ap
do dia ly GIS applications dung




STT | Loai tiéu chugn | XY M€Y | an ady di cita tiéu chugn | QU dinh
tiéu chuan ap dung
MPEG-1 Moving Picture Experts Khuyén nghi
Group-1 ap dung
MPEG-2 Moving Picture Experts Khuyén nghi
Group-2 ap dung
3.9 Phim anh, am MPEG-4 Moving Picture Experts Khuyén nghi
"~ thanh Group-4 ap dung
MP3  [MPEG-1 Audio Layer 3 Khuyen nghi
ap dung
AAC Advanced Audio Coding Khuyen nghi
ap dung
Cac dinh dang ctia Microsoft £ .
(.as{)\,N(r.nv://;na), Windows Media Player (.asf), fhgyzn nghi
' (.wma), (wmv) p aung
Luong phim anh, Céac dinh dang Real X .
3.10 am thanh ( r(arr{;)) ((rrrrnn)m) Audio/Real Video (.ra), (.rm), fhgyzn nghi
' Ty (.ram), (.rmm) pamng
(.avi), (.mov), |Cac dinh dang Apple Khuyén nghi
(.qt) Quicktime (.avi), (.mov), (.qt) @ap dur}g
Graphic Interchange (.gif) Khuyen nghi
GIF v89a version 89a ap dung
(.sw) Dinh dang Macromedia Flash [Khuyén nghi
3.11 Hoat hoa | (-swf) 4p dung
' T (.sw) Dinh dang Macromedia Khuyén nghi
' Shockwave (.swf) ap dung
(.avi), (.qt), [Cac dinh dang Apple Khuyen nghi
(.mov)  Quicktime (.avi),(.qt),(.mov) @p dung
Chuan noi dung . LA
AR Wireless Markup Language  [Bat budc ap
312§ggmdbuh \NMLVZ.OVerSionZ0 dung
313 Bé ky tg va ma ASCII American Standard Code for [Bat budc ap
" hoa Information Interchange dung
hoa cho tieng Viét| 6909:2001 Viat 16-bit” i : dung
Zip Zip (.zip) Bat budc ap
e 1ea dung mét hodc
3.15 INén dr licu .gzv4.3 |GNU Zip (.gz) version 4.3 ca hai tiéu
chuan
3.16 Eléionh?ffrﬁih ECMA 262 [ECMAScript version 6 (6th Bit budc ap
= Lehach Edition) dung
RDF Site Summary version  [Bit budc ap
317 Chia sé ndi dung RSSV1.0 1.0 dung mét
" |Web RSS v2.0 Really Simple Syndication  [trong hai tiéu

version 2.0

chuan
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STT | Loai tiéu chuin .Ify hlelxl Tén day di cia tiéu chuin Q,uy dinh
‘ tiéu chuan ap dung
ATOM v1.0 |ATOM version 1.0 Khuyen nghi
ap dung
ISR 168 Java Specification Requests  [Bat budc ap
168 (Portlet Specification) dung
2 a g Java Specification Requests  [Khuyén nghi
Chuan k °t not ung JSR286 286 (Portlet Specification) ap dung
3.18 [dung cong thong - T~
P Web Services for Remote Bat budc ap
tin dién tur WSRP v1.0 .
Portlets version 1.0 dung
WSRP v2.0 Web Serwce; for Remote Khuyen nghi
Portlets version 2.0 ap dung
4 Tiéu chuan vé an toan thong tin
Secure Multi-purpose Internet [Bat budc ap
41 An toan thu dién SIMIME v3.2 Mail Extensions version 3.2  dung
tu OpenPGP  |OpenPGP Khuyén nghi
ap dung
v A . SSH v2.0 Secure Shell version 2.0 Bat buge ap
An toan tang giao dung
4.2 [ - T T A Z
van Transport Layer Security Bat budc ap
TLSv1.2 :
version 1.2 dung
HTTPS Hypertext Transfer Protocol [Bat budc ap
Secure dung
4.3 A.n toan truyen tep FTPS File Transfer Protocol Secure I,Gmyen nghi
tin ap dung
SFTP  [SSH File Transfer Protocol  |<uyén nghi
ap dung
44 An to?n truyén thu SMTPS Simple Mail Transfer Protocol [Bat budc ap
dién tu Secure dung
Post Office Protocol version 3 [Bit budc ap
T POP3S a1
45 An toan dich vu Secure dung mét hodc
" truy cap hop thu IMAPS Internet Message Access ca hai tiéu
Protocol Secure chuan
An toan dich vu Domain Name System Khuyén nghi
4.6 DNS DNSSEC Security Extenssions ap dung
47 An toan tang IPsec - [P ESP Internet Protocol security véi [Bat budc ap
mang IP ESP dung
An toan théng tin B4t budc 4
4.8 |cho mang khong WPA2  |Wi-fi Protected Access 2 djn uecap
day Ung
TCyn  [COngnehé thong tin Ky thudtl, ) oo o1
) mat ma thuat toan ma dur liéu |,
7816:2007 ap dung
A a1, AES
4.9 |Giai thuat ma hoa - - e -
Triple Data Encryption Khuyén nghi
3DES .
Standard ap dung
PKCS #1 V2.2 RSA Cryptography Standard - Khuyén nghi
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STT | Loai tiéu chuin .Ify hlelxl Tén day di cia tiéu chuin Q,uy dinh
‘ tiéu chuan ap dung
version 2.2 ap dung, sir
dung luogc do
RSAES-
OAEP dé ma
hoa
. Khuyén nghi
ECC Elliptic Curve Cryptography 4p dung
Bat budc ap
dung, st dung
Giai thuat chir ky PKCS#1 Vzlzsggoirgpztography wtandard luge 4o
410 |4 T Y | RSASSA-PSS
SO A1
de ky
Elliptic Curve Digital Khuyén nghi
ECDSA Signature Algorithm ap dung
411 Giai thll at,bain SHA-2  [Secure Hash Algorithms-2 I?huyen nghi
cho chir ky so ap dung
Rivest-Shamir-Adleman -
] KEM (Key Encapsulation ~ [Bat budc ap
Giai thuat truyén RSA-KEM Mechanism) Key Transport  dung
412 |, ;
khoa Algorithm
ECDHE Elliptic Curve Diffie Hellman I,(huyen nghi
Ephemeral ap dung
413 G1a1‘ ph?p xac thyuc SAML v2.0 Security AsserFlon Markup I,(huyen nghi
nguoi st dung Language version 2.0 ap dung
XML ’
Encryption XML Encryption Syntax and [Bat budc ap
7 Syntax and |Processing dung
414 An toan trao doi Processing
" ban tin XML XML
Signature XML Signature Syntax and  [Bat budc ap
Syntax and |Processing dung
Processing
Quan 1y khoa £ .
4.15 |cong khai ban tin | XKMSv2.0 (<ML Key Management — Khuyén nghi
ML Specification version 2.0 ap dung
Giao thirc an toan Platform for Privacy Khuyén nghi
416 |, P3P V1.1 . . .
thong tin c& nhan Preferences Project version 1.14ap dung
Ha tang khoa cong khai I,{huyen nghi
ap dung
C.LAI phap thczng PKCSH#7 V15 Cryptographlc message syntax
417 diép mat ma cho (RFC 2315) for f|Ie-_based signing and
" ky, ma hoa encrypting version 1.5
Cl{ ph:’:lp tkjong tin PKCSH#15 Vl.l_Cryptogr_aphlc token _
thé mat ma information syntax version 1.1

CU phap thong tin

PKCS#8 V1.2

Private-Key Information
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STT | Loaititu chugin | Y MW par ddy di cin tieu chudn | oo 9inh
tiéu chuan ap dung
khoa riéng (RFC 5958) Syntax Standard version 1.2
Giao dién thé¢ mat | PKCS#11 |Cryptographic token interface
méa v2.20 standard version 2.20
Ct phap trao doi Personal Information
thong tin ca nhan PRCS#LZ VL1 Exchange Syntax version 1.1
gélﬁoclilgil;gtﬁns% REC 5280 Cert!ficate Revocation List
X Profile
thu hoi
Khuon dang Public Key Infrastructure
ching thu s6 RFC 5280 Certificate
Cu phap yéu cau |PKCS#10 v1.7|Certification Request Syntax
chung thuc (RFC 2986) [Specification version 1.7
g;ocgﬁrncgtiﬁﬁg REC 6960 On-line Certificate status
X protocol
truc tuyen
Giao thirc gan tem . .
N RFC 3161 [Time stamping protocol
thoi gian
Information technology
ISO/EEC  Security techniques - Time
18014-1:2008 [stamping services
ISO/EEC [Part 1: Framework
Dich vu tem thoi | 18014-2:2009 Part 2: Mechanisms producing
gian ISO/EEC |independent tokens
18014-3:2009 Part 3: Mechanisms producing
ISO/EEC |linked tokens
18014-4:2015 |Part 4: Traceability of time
sources
418 An toan cho dich | WS-Security \l\//lvssss;vslgiz ﬁf;lcgr);iosr?AP I,(huyé'n nghi
vu Web v1.1.1 111 ap dung
Khuon dang dir The Incident Object Khuvén nehi
4.19 [ligu trao doi sy co | RFC 7970 |Description Exchange Format |, dy gl
an toin mang version 2 (IODEF) ap Ging

1.3. Yéu cau vé chirc ning ciia phan mém

C6 kha nang xac thuc tai khoan Email bang tai khoan Microsoft Active
Directory tap trung cta tinh va c6 thé d6i mat khau ngay trén giao dién webmail.

C6 thé tuy chinh giao dién theo yéu cau (Logo, phong nén, giao dién giri,
nhan mail,...) theo dé xuét cta chu dau tu.

Tich hop chir ky email, cho phép cai dat chir ky tu dong khi soan thao,
phan hoi Email.

Tu dong chuyén tiép thu.
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Tu ddng loc email theo tip hop nhiéu quy tic, chin mail néu dap tng 1
trong tap hop quy tic hodc chin mail hodc khi dap tng tat ca quy tic. Diéu kién
trong quy tic bao gdm nhung khong gidi han 6:

- Email gui tur dia chi dugc chon;

- Email gtri dén dia chi duoc chon;

- Email gtri dén chira tir hodc cum tir cu thé;

- T¢p dinh kém: Tén tép, dinh dang tép (duoi t€p), kich thudc tép;

- Theo do wu tién.

C6 tinh nang phan hoi ty dong.

Co kha nang cai dat nguoi gui dugc tin tuong.

C6 kha nang ghi cht, danh ma thé ghi ch.

C6 kha nang luu trit dit liéu trong hé thdng mail (tich hop file server hodc
tuong duong).

C6 kha ning quan 1y nhiém vy (Panh diu thé nhiém vy, thoi gian bat
dau, thoi han hoan thanh, trang thai nhiém vu, ti 1¢ % hoan thanh, nhap, xuét
dinh dang ics - ics la mét dinh dang chudn héa, dwoc chdp nhdn réng rii boi
nhiéu umg dung lich nhw Google Calendar, Microsoft Outlook,
va Apple Calendar).

C6 kha nang 13p lich lam viéc, quan ly lich lam viéc, hd tro nhap Xuat tép
dinh dang ics.

Cung cap ngudi ding giao dién bao cdo tong quan vé tai khoan, bao gom:
Dung luong luu trit da str dung trén hé thong email.

S6 luong email spam.

S6 luong email dén.

S6 luong email da gi.

S lugng virus phat hién va bi chan loc trong hom thu.

C6 kha nang chia sé thu muc (lich, danh ba, ghi chu, nhi€ém vu, cac loai
hom thu) véi ngudi dung hodc 1 nhém ngudi dung khac, bao gdm phan quyén
chi xem, quyén x6a hodc quyén so hiru.

C6 kha nang cung cap tinh nang hop truc tuyén bang video.
C6 thé tich hop véi chatbot Al

1.4. Yéu ciu bao mat



14

Hang muc

Mo ta

KEét ndi an toan

Str dung HTTPS (Webmail), IMAPS, POP3S, MAPI

Chéng spam

Tich hop phuong thirc chong gia mao SPF, DKIM, DMARC
Tich hgp phuong thirc chong thu rdc nhu SpamAssassin,
Message Sniffer, Greylisting hodc twong duong

Chong virus

Tich hop ClamAV hoic phan mém chong ma doc thuong mai
khac twong duong

Gi6i han dang nhap
sai

C6 chinh sach khoa IP/User néu dang nhap sai nhiéu lan

Chong tin cong
mang

C6 cac tinh nang phat hién/chéng tan cong mang (IDS/IPS)

Sao Iuu dir liéu

C6 sao luu dir licu dinh ky hang ngay

1.5. Thong s6 ky thuit mong muon

Thanh ph?[n Yéu cau
Eﬂng lwong moi hop | 14 ¢hia 2GB
Mail gtri ra/ngay Khong gi61 han
Ha tang luu trit HDD/SSD

2. Ha ting k§y thuit cong nghé thong tin va cac dich vu lién quan

M0 hinh thiét ké hé thong

Nguwei sty dung

Cloud Backup

>

Hé théng xéc thuc tép trung

P

NOC & SOC

Internet
Firewall

o

Email Gateway

Relay Server

May chii Email

Ha tang dién todan dam may

2.1. Mo ta hé thong
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H¢é thong xac thue tip trung: Noi dit hé thong Active Directory cua tinh
Thanh Hoa, may chu thu dién tir thong qua kénh truyén riéng (MPLS) s& xac
thue cac tai khoan Email mot cach tap trung thong qua hé théng nay (SSO).

NOC & SOC, 14 khu vyc ciia cac k¥ su truc van hanh hé théng 24/7, dam
bao hé théng van hanh 6n dinh va an toan.

Cloud Backup: Hé théng sao luu dit liéu trén dam may riéng, khong sir
dung chung ha ting dién toan ddm may ctia may chu thu dién tir, dam béao cac k¥
thuat chéng ma doc ma hoa dir liéu.

Internet Firewall: Tuong ltra hoat ddng & 16p 7 c6 cac tinh nang chan loc
nang cao, co tinh niang chong tin cong mang va chong ma doc 16p mang.

Email Gateway: Hiung cac dir liéu thu dién tir giri vao, c6 thé chin thu
rac va ma doc trong cac t¢p dinh kem.

Relay Server: Hé thong tai gui thu, st dung cac phuong phap chéng gia
mao may chu va thu dién tir, chdng cac thu giri ra b roi vao hom thu rac.

May chit Email: May chu thu dién tir quan 1y tat ca hoat dong giri nhan
thu dién tir.

Mo ta Mailflow

SMTP Incoming: ludng mail SMTP bén ngoai internet (tir dia chi email
khac ngoai to chirc) dugc giri dén sé di qua tudng lira Internet, tai day tat ca giao
thirc mang va goi tin déu duoc kiém tra nham phat hién va ngan chin tin cong
mang hay ma ddc. Sau do6 thu sé dén Email Gateway, tai day email s€ dugc kiém
tra bang cac bién phap chuyén dung cho thu dién tor dé phat hién thu rac hoic
mi doc..., néu an toan sau d6 duoc chuyén tiép toi may chit Mailbox Server.

SMTP Outgoing: luéng mail SMTP tir Mailbox Server sé giri dén
Proxmox Mail Gateway (Smart Host) tai diy email dugc kiém tra chdng spam,
antivirus..., sau d6 dugc chuyén dén may cha Relay Email. May chu Relay
Email s& chuyén cac email hop 1é t6i mdy cht email cua cac t6 chirc khac.

OWA, Outlook: cung cép giao dién cho ngudi dung cta td chire truy cap vao
Mailbox Server dé thuc hién gui va nhan email qua cac giao thie OWA, POP,
IMAP.

2.2. Ha ting k¥ thuit cong nghé thong tin

Hé théng may chii email phuc vu UBND tinh Thanh Hoa phai dugc dit
tai cac nén tang dién toan ddm may ¢ Viét Nam, trong cac trung tim dir liéu uy
tin ¢6 nhiing tiéu chi sau:
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- C6 chimg chi TIA-942, Uptime Tier III hodc twong duong. Ha tang dién
toan dam mAy cai dat dich vu Email bét budc phai dam bao an toan thong tin cap
do 3 tro 1én.
- C6 chiing chi ISO-27001, ISO 9001, PCI DSS va khong duogc dung
chung véi toa nha van phong.

- C6 tbi thiéu 2 trung tam dit lidu c6 hd trg cac tinh nang dy phong tham

hoa tai mién Bac va mién Nam cung cip ha tang tinh toan cho hé théng mdy chu
thu dién tur.

2.3. Danh muc thanh phan

. A Ay~ A So Pon vi
STT | Dich vu Thong so ky thuit lrong tinh
- Ban quyén cho 20.000 ngudi ding
- H6 tro xac thuc SSO thong qua Microsoft
AD (LDAP)
- Cung cap toan bo chirc nang email, lich,
Dich vu danp ba, tz‘ic vu, ghi Chﬁ.
ban quilén - HO trg day du cac giao thirc: SMTP,
1 v chi IMAP, POP3, MAPI, ActiveSync, phu hop 1 Goi
tmhf‘ryd‘i’él‘ll & | v6i Outlook va thiét b di dong.
i - Giao dién Webmail hién dai, dé st dung,
hd tro tiéng Viét.
- Gri thu, nhom lién lac, thiét 1ap quy tic
xur 1y thu di¢n tur.
- Thot gian thué€ dich vu: 36 thang
- H6 trg Antispam engine
Dich vu - HO tro tich hop cac phan mém diét Virus
5 | Email nhu::: SpamAssassm, ClamAV... 5 Goi
- HO trg greylisting, SPF, DKIM, DMARC
Gateway Kid A
i€m tra nang cao
- Thot gian thué dich vu: 36 thang
. - Chéng tan cong brute-force, limit SMTP,
Dich vu A . ,
tu dong céach ly IP trong danh sach den .
3 | Relay . 3 Goi
Server (BIaCk.“S.t) .
- Tho1i gian thué dich vu: 36 thang
- Ha tang dién toan ddm may (144vCPU /
Dich vu 768GB RAM / 5000GB SSD)
4 | Hatang 10 IP Public 1 Goi
cai dat 3 vSwitch

- Thot gian thué dich vu: 36 thang
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Ele‘fg?vat - Két ndi duong MPLS dén Cloud i
1y “" | - Thot gian thué dich vu: 36 thang
. - Chan lgc traffic mang theo cau hinh céc
Dich vu NP
bo luat tang 3,4 ‘-
Internet x . < Goi
Eirewall Ho tro cac tinh nang L7
- Thoi gian thué dich vu: 36 thang
- Cung gép nhan sy gidm sat quan tri, van
hanh, ho tr¢g k¥ thuat 24/7 cho 20.000
nguoi dung )
) - HO trg chuyén dit li€u tr h¢ thong thu
Dich vu A e~ N Iy ‘-
\n tri dién tur cti sang h¢ thong moi Goi
Quan trj - Ho tro g& trang thai blacklist cua tén
mién hién tai
- Dich vu sao Iuu Cloud
- Thot gian thué€ dich vu: 36 thang
Dich vu .
Kénh - Kénh truyén MPLS 10 Mbps Goi
truyén - Thot gian thué€ dich vu: 36 thang

riéng
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